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Young people with an 
aptitude for coding or 
hacking have a 
life choice

Will yours choose the legal, 
or illegal path? 



#cyberchoices

Cybercrime is a major and growing 
problem, targeting people, companies 
and even government organisations, 
causing fi nancial and identity fraud, 
data theft and serious disruption. 

Some cybercrimes are carried out by 
individuals, others by organised crime 
groups. Like legitimate companies, these 
groups all have managers, employees and 
subcontractors who have all been drawn 
in, one way or another.

What does this have to do with your child?

Some of the most serious cybercrimes are 
either committed or aided by children 
as young as 12. Typically, they’re super-
talented at IT and often spend many 
hours on their computer in their bedroom. 
They may have been attracted via 
gaming, coding or hacking forums, also 
populated by cybercriminals. Their parents 
are usually unaware … just happy that 
they’re learning, keeping themselves 
occupied and not getting into mischief 
on the street.

Several of the people jailed for the hack on 
telecoms business TalkTalk were teenagers  
at the time of the attack in October 2015. 
A hacker for hire who crossed the line 
into cybercrime at just 13, was sentenced 
for breaking into global institutions … 
from his bedroom. It’s thought that as 
many as one in four UK teenagers have 
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A career with great results… 

or serious consequences 
tried some form of internet hacking*. 
Unchecked, they could be money-
laundering for organised crime groups, 
writing or distributing malware, breaking 
into innocent people’s bank accounts or 
hacking offi cial websites. 

For many, it’s a way to make serious 
money. For others, it’s a way to gain 
the respect of their peers, or just for 
the excitement. Some don’t even realise 
they’re doing anything wrong.

These are all somebody’s children. 
Could they be yours?

Cybercrime is not a victimless crime, and 
the National Crime Agency (NCA) and 
police take it very seriously. They work 
with national and international partners 
to investigate cybercriminals of all ages. 
Children who get involved could face the 
following consequences:

•  A visit and warning from Police or 
NCA offi cers 

•  Being arrested 

•  Having their (or your) computer seized 
and internet access restricted 

•  Paying a penalty or fi ne 

•  A signifi cant prison sentence 

•  A permanent criminal record, which 
could affect your child’s education, 
future career prospects and ability to 
travel abroad. 

If your child has an interest in computers/
technology, it’s important to have a discussion 
with them about their use of it. Recognising 
and engaging with this interest is key to 
ensuring that they follow the correct pathway. 
Below, we have listed some platforms which 
can encourage your child’s technical ability, 
allowing them to safely and legally use their 
skills and knowledge, as well as how their skills 
could help them in their future careers. 

CyberFirst A government programme 
offering bursaries, courses and competitions, 
designed to introduce the younger 
generation to the world of cybersecurity. 
ncscgov.uk/cyberfi rst

Code Club A global community of 
volunteers, educators and partners running 
free coding clubs for 9 to 13-year-olds. They 
also provide step-by-step project guides for 
young people. codeclub.org

SANS Cyber Aces An initiative to develop 
skills and careers in cybersecurity. SANS 
donates free online cyber security courses, 
organises competitions and connects 
participants to employers. cyberaces.org

Hack the Box An online platform allowing 
people to advance and test their skills in 
cyber security. The platform is targeted 
towards professionals and aspiring 
professionals. hackthebox.eu

Cyber Security Challenge  
An organisation which runs 
competitions, builds online resources 
and gives careers advice to those who 
wish to pursue a career in cybersecurity. 
cybersecuritychallenge.org.uk

If you’re concerned, talk with your 
child about the importance of honesty 
and legality, the consequences of 
involvement with cybercrime and the 
highly satisfying, lucrative and legal 
options available to them, such as 
coding, engineering, development, 
testing, security operations, detection, 
law enforcement, legal hacking and 
many more roles in both the public 
and private sectors.  

Search for computing and coding clubs 
available in your area and encourage 
your child to join the appropriate one 
for their age and ability.

If you’re concerned or would like advice 
on how to guide your child down the 
right path, please don’t hesitate to 
email cyberchoices@nca.gov.uk  
In most cases, the NCA or one of their 
regional partners will provide you with 
expert advice and be happy to talk to 
your child before things go too far.

What you should do

*Youth Pathways into Cybercrime, October 2016 – Europol EC3; UCD Geary Institute for Public Policy; Middlesex University
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Get Safe Online

Get Safe Online is the UK’s leading source 
of information and advice on online safety 
and security, for the public and small 
businesses. It is a not-for-profit, public/
private sector partnership backed by a 
number of government departments, 
law enforcement agencies and leading 
organisations in internet security, 
banking and retail. 

For more information and expert, easy-to-follow, 
impartial advice on safeguarding yourself, your 
family, finances, devices and workplace, visit 
www.getsafeonline.org

If you think you have been a victim of fraud, 
report it to Action Fraud at actionfraud.police.uk 
or by calling 0300 123 2040. If you are in Scotland, 
contact Police Scotland on 101.
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